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Use case: Salvador Carnival

A public and free festivity organized by the Salvador
City Hall and the state government during seven days
Number of people: 11 millions in 2025

An important requirement: granting public order and

safety

o Integrated coordination of security representatives of
independent institutions with their IT governance

o More than 30,000 security professionals working together

o  Military and Civil Police, Fire Brigade, and Army forces

o Devices: stationary devices (i.e., fixed cameras),
slow-moving devices (i.e., wearables and cameras installed
in the custom cars), and moderate-moving devices (i.e.,
flying drones)




Surveillance system
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Surveillance system through a NDN perspective

The main security application is centralized and collect data from several other
applications from each security institution.
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Security Bootstrapping within a trust zone

The main security application is centralized and collect data from

several other applications from each security institution. Each application has its own

producers and consumers
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Security Bootstrapping within a trust zone
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Each application has its own
producers and consumers

All nodes share the same trust anchor
All nodes have installed the trust schema

Data producing: All nodes have an assigned name
and can produce content within the zone, according
to the rules defined in the trust schema

Data consumption: All nodes belonging to the same
zone can validate data: i) authenticate the producer;
and ii) check the producer legitimacy




Data consumption involving different trust zones
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The entities in /digifort application
must be able to consume data from
the other applications

The nodes HAVE DIFFERENT trust anchors and trust
schemas

Data consumption:

The entities from digifort CAN NOT authenticate the
producer from civil police app, because they have
different trust anchor

The entities from digifort CAN NOT check the producer
legitimacy, because they do not have the other zone
trust schema 8



Establishing Trust Across Different Zones

Considering that each application is a different trust zone, how can entities in zone A (e.g. digifort app)
consume and validate data that was produced by entities in zone B (e.g. Civil Police)?

Let's borrow some ideas from
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Zone authentication

Considering that each application is a different trust zone, how can entities in zone A (e.g. digifort app)
consume and validate data that was produced by entities in zone B (e.g. Civil Police)?
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Data consumption and validation across zones

Considering that each application is a different trust zone, how can entities in zone A (e.g. digifort app)
consume and validate data that was produced by entities in zone B (e.g. Civil Police)?
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Learning trust policies

Considering that each application is a different trust zone, how can entities in zone A (e.g. digifort app)
consume and validate data that was produced by entities in zone B (e.g. Civil Police)?
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Challenges and Design Considerations

Considering that each application is a different trust zone, how can entities in zone A (e.g. digifort app)
consume and validate data that was produced by entities in zone B (e.g. Civil Police)?
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Zone Authorization?

The entities from zone A
(digifort) CAN check the
producer legitimacy,
because they have the
other zone trust schema
information

However, changes in
zone B trust schema
will trigger changes in
zone A trust schema
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Challenges and Design Considerations

Considering that each application is a different trust zone, how can entities in zone A (e.g. digifort app)
consume and validate data that was produced by entities in zone B (e.g. Civil Police)?
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Challenges and Design Considerations

Considering that each application is a different trust zone, how can entities in zone A (e.g. digifort app)
consume and validate data that was produced by entities in zone B (e.g. Civil Police)?
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Challenges and Design Considerations

Considering that each application is a different trust zone, how can entities in zone A (e.g. digifort app)
consume and validate data that was produced by entities in zone B (e.g. Civil Police)?

zone A Another design consideration...
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Summary of the questions and design considerations

e What is the best way to learn zone B trust rules in zone A?

e How can we deal with trust schemas synchronization from
several zones?

e \What is the best way to learn trust policies in a bidirectional
trust relation?

17



Oceano ey
Artico Gronslandia
(0 Islandia
Canada
i
o s AL
. % Iranda
. o Franca
or s M e ?
a2 T i Espanha
Wy Estados B G s

Unidos w0 "y e Oceano Portugal
_ UCLAComputer® , '\, o - Wi Atlantico
Science Department. - MSPalk Norte Marrocos.
£ Argélia
g saa
México o Ocidental
. i 2 pororis Mauritania
b . b b
I l I I i

Guiné
Gana
N

! b
Pe,u<universidade Federa[}% Aeroporto/Iinternacional
Bahia Campus Ondina = de Salvador - Dep...

* Bolivia

Oceano
Pacifico Sul

ERT

INFRAESTRUTURA
E SISTEMAS PARA
REDES E TELECOM

computacdo
UFBA

Google

18



